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Threats Vulnerabilities and Consequences
Name
Institution 
Organization Selected
Amazon Inc. is a vast internet-based enterprise which retails and manufacturers merchandises and provides Web services. Its headquarters are in Seattle Washington. It mainly engages in the distribution of merchandises such as; books, movies, music, electronics, housewares and many other goods, either directly or as an intermediary between other retailers and its millions of customers.  Some of its Web services include renting data storage and cloud computing, over the Internet (Staff, 2019).
Amazon was ideal for this assignment because, despite its remarkable growth, predominantly its financial numbers, the company is not guaranteed of smooth sailing in the near future. With Amazon’s unique business model, being aware of the potential hazards and major business crisis, the company can prepare as best it can to mitigate them to ensure continued success. 
Major tangible and intangible assets at Risk in Amazon
· machinery
· inventory
· copyrights
· patents
· goodwill
The Interviews
The interview involved two assistant branch Managers (anonymous) from Amazon Prime Now - UTX4 and UTX4-Amazon Flex Fulfillment Centers
Interviewing assistant branch managers was necessary because these respondents better understand and deal with either hazards or business crisis or both in day to day operations.  Also, since disaster planning is a process, rather than an outcome, interviewing different branch managers are much more aware of the limitations and capabilities needed to provide a particular response, based on the threshold at reach. Such threshold includes expertise, trained personnel, equipment, communications, supplies, building vehicles, among many others that branch managers can access easily. Consequently, assistant branch managers of Amazon Inc. are responsible for coordinating regions, and other stakeholders related to disaster preparedness contingency plans, hence interviewing them was more substantial. Furthermore, interviewing assistant branch managers was significant because of how well they integrate with disaster-related information in their duties. Assistant branch managers in Amazon are tasked with preparing inception reports, periodic progress reports, and most importantly annual reports showing achievements against planned targets (potential issues).  
Threats Vulnerabilities and Consequences
Table 1: Disasters/Catastrophes
	Threats  
	Vulnerabilities 
	Consequences 

	Industry trends
	The changing of consumer behavior due to the internet and diversity of needs directly impacts Amazon's marketing strategy (Sawyer, 2018)
	The ever-changing of the way people discover, research, and buy products will compel the Company to shift its marketing and accounting strategies which can be difficult and costly.

	Trade and product restrictions
	There are several and diverse business licensing in borders some barring the trade or the product Amazon is delivering (Phartiyal, 2018).
	Licensing, certification, or permits may be necessary for certain imports and exports, whereby failure to maintain these documents can result in negative business impacts.

	Currency exchange restrictions
	With the company operating in different countries, there may be restrictions in foreign currency exchange as well as exchange rate values (Deagon, 2017).
	The restrictions in foreign currency exchange, as well as exchange rate values, may reduce the profit margin of the company, particularly in inflation-prone countries

	Seasonality and holiday strain
	Amazon faces a massive influx of traffic and orders during the fourth quarter each year towards the year-end holiday shopping surge (Nolan, 2016).
	Despite, the massive influx of traffic and orders during the fourth quarter each year, it is certain during the other quarters, the company does not meet its target

	International regulations on e-commerce
	From protective measures from governing bodies to taxes and export laws, they pose risk to international growth
	The company finds it difficult to apply its operating strategy in international markets due to diverse country-specific regulations, which in return affects its international sales

	Stock value
	With media coverage in for looking for vulnerabilities to make a big story out of Amazon, it is certain that it will affect its stock value (Gaus, 2019)
	Since Amazon is a publicly traded company, it is obligated to answer to investors while trying to maintain a rapid pace of growth and failure to meet the needs of the investors will affect the company’s stock value

	Language/cultural differences
	Amazon is vulnerable to language and cultural differences, especially due to its continued objective to invest in emerging markets globally.
	Inadequacy or lack of understanding language and cultural differences makes it difficult to navigate and carry a certain amount of risk related to communication, especially during staffing.

	Terms with shipping companies
	The company is prone to reputation risks, especially if it fails to honor terms of the contractual agreement or it has under-optimized inventory (Morris, 2019).
	Failure to honor contractual agreements or meets optimal inventory often results in higher shipping costs from fulfilment centers and decreased margins

	Taxation
	The company’s success has been partly due to lack of taxation which was accorded from the restrictive federal taxation powers, however, with reforms ongoing this could affect its financial statements
	The reformations regarding e-commerce taxation, by the  Supreme Court, could mean additional taxes for Amazon, thereby resulting in a reduction of revenue

	Net neutrality and access to the internet
	This generally poses a major threat to the viability of Amazon businesses since it depends on internet connectivity. China and India, for example, in Amazon’s case, both regulate sales made through Amazon and its affiliates (Rushe, 2017).
	Due to net neutrality and access to the internet has seen led to decreased sales in some regions. For instance, China and India have been at the forefront of regulating sales made through Amazon and its affiliates.


Table 2: Disruptive business/ management Crisis  
	Threats 
	Vulnerabilities 
	Consequences 

	Succession crisis
	It is largely unclear there is any sort of succession plan at Amazon or if Jeff is replaceable
	The uncertainties in succession plans cause worrisome to investors, who may never consider the next successor as a grand visionary as Jeff Bezos (Kay, 2014)

	User Privacy/ Data protection
	Amazon's Elastic Compute Cloud EC2; one of its leading cloud computing services may be vulnerable to eavesdropping and malicious attacks (Buttler, 2015)
	The failure to meet data protection compliance or incurrence of a data breach resulting in the loss of personal data will attract enormous penalties; the General Data Protection Regulation (GDPR) maximum penalty is 4% of global annual turnover or €20 million for such offences.

	Online Payment services
	With its own Amazon Payments gateway, into its checkout process, established payment gateways pose a lot of completion due to trust considerations (Johnson, 2015).
	It is presumed that changes around online payments could have major implications for Amazon especially the payment disruption posed by digital currencies blockchain and bitcoin.

	Recruiting and retaining tech-savvy talent
	When it comes to recruiting digital workers, Amazon is facing stiff competition from sectors such as telecommunication sector like Google, Microsoft and Apple (Tabaka, 2018)
	Failure to meet the personnel threshold required to perform its operations, Amazon will incur losses since the available staffing could not match customer demand

	The exploitation of temporary workers
	Amazon warehouses are often staffed by numerous temps hired by external  (outsourcing) companies (Sainato, 2019)
	The lack of security, better pay and benefits, and no guarantee of becoming a permanent employee, often lead to these workers offering average efforts.

	Legacy processes
	Amazon is vulnerable to stale if it fails to migrate many legacy applications to service-oriented architecture (SOA) and cloud computing service environment (Oppong & Khaddaj, 2012).
	Failure to migrate its services to service-oriented architecture (SOA) and cloud computing, will lead to data redundancy  and data inconveniences

	aggressive pricing strategies (predatory pricing)
	Selling the books at a discount will eventually cause the retailer will drive prices down to zero  
	Amazon’s aggressive pricing model could threaten to end the publishing industry  as it will drive prices down to zero, offering authors and publishers literally nothing for their works (Sandholm, 2014)

	Risk of site crash due to increased traffic.
	Its continued sale of goods to its customers at a discount has the potential of increasing traffic to its sites
	Addition of extra bandwidth for increased site traffic volume may cause its site to go down, thereby hurting sales (Kim, 2018).

	Technology

	The ever-evolving technology advancement  is vulnerable to Amazon, especially in implementation costs
	Amazon needs to be flexible or agile enough to adapt to those changes quickly or pose a risk of the critic and lose of customers

	Demand forecasting
	The  seasonality of  demand for products all year round pose a challenge for management to forecast their demands (Tara, 2018)
	There is a need to ensure there is enough inventory available without selling out, or customers will post negative reviews, ending up discouraging potential customers


Analysis
Vulnerabilities and Consequences pattern in Amazon Inc.
In the case of threats facing Amazon organization, it is certain that there is a pattern between vulnerabilities and consequences of these threats. In a wider perspective, the pattern can be presumed to be mutually inclusive. For instance, the threat of the predatory pricing that attracts the vulnerability of selling the books at a discount that ultimately drives prices down to zero holds the consequence of threatening to end the publishing industry as well as limits the financial returns and royalties of authors and publishers. Conducting in-depth analysis on the vulnerability of threats facing Amazon Inc. it is evident that the consequences of these threats are based on the latent threat, the severity of the impact, and the available resources during the hazard that could minimize the vulnerability and increase the capacity to mitigate the threat. 
Consequently, the degree of correlation identified between vulnerability and consequences present in each disaster/threat means that managing the threat cannot be avoided, but also limited foresight and preparedness can restrain it to a basic minimum. The incidence of vulnerabilities and consequences in Amazon Inc. demonstrates that there is a need for the company to considerably identify threats and mitigate them using standard disaster management strategies in order to reduce economic loss.
The implication of the All-hazards approach
Using all hazards approach implies the development of a plan, in which potential hazards are identified, vulnerabilities accessed and consequences of the hazards/threats analyzed.   Based on this perspective, the all-hazards approach can be presumed to consist of two components; the risk assessment and the business impact analysis (Ayyub, McGill & Kaminskiy, 2007). The risk analysis component largely focuses on the identification of hazards or threats, including opportunities for hazard prevention, deterrence and risk mitigation.  As such it is significant in identifying scenarios that need emergency planning or attention.  On the other hand, the business impact analysis component focuses on identifying critical processes or time sensitiveness, including operational and financial impacts succeeding from the interference of these business processes.  Furthermore, the business analysis component collects information about resources requirements to support these critical business processes.  The all-hazards approach enables companies such as Amazon to determine when to allocate resources in fighting each identified threat. As each hazard transitions to maturity, it can be examined on its probability of affecting the organization and thereby planning appropriate mitigation. Thus, the all-hazards approach is not only significant for responding to the impacts of a disaster but also it is vital for maintaining business continuity during and when managing the crisis, to ensure effective recovery and reconstruction. 
In most cases, disasters are a sudden, calamitous event that results in destruction, loss, and devastation property and life.  In organizations, disasters and business crises lead to social and economic vulnerabilities. The deficiencies in disaster/business crisis recognition hinder and limit disaster management capabilities.  Often organizations lack a clear idea about the specific hazards and their potent vulnerability, thereby deflating the organizations' ability to employ targeted prevention and mitigation measures (Fuchs, Birkmann & Glade, 2012). 
Recognizing and Mitigating Disaster Crisis
Hindrance to Recognizing disasters and business crisis
The first obstacle to recognizing disasters and business crisis is denial and failure to prioritize. Often organizations, ignore to partake a disaster seriously because, either the crisis is not prevalent in the organization, or there is a time barrier between the projected and its imminent occurrence.  In this perspective, organizations prioritize on daily issues and pressures and ignore prospective hazards or business crisis. Second, lack of experience and a full understanding of potential risks hinders hazard recognition. In this way managers in the organization build on basic notions of denial and effective prioritization. Limited exposure to crisis and hazards, make it difficult to recognize the hazards when they finally occur.  Third, the lack of proper system in organizations to inspect constructions and ensure compliance to regulations often serves as an obstacle to recognizing disasters and business crises.  Also, the unwillingness of executives to share hazard/crisis experience with executives from organization branches or other companies hinders the opportunity to recognize hazards and business crises (Ulmer, Sellnow & Seeger, 2017). 
Hindrance to Response to potential adverse events  
The first impediment to response to disasters and business crisis is leadership hierarchy. Often some organizations experience conflicting role structures, and some have limited incentives for horizontal information sharing. These factors result in a mismatch between goals, resulting in delay or lack of response to the threats in the long run.   Second, organizational procedures, tasks and responsibilities often hinder response to disasters.  For some organizations’ to undertake a decision, one has to go through various levels of laid out protocols.  Third, response to hazards and business crises can be hindered due to information overload, time pressure, misinterpretation of information, prioritization of own problems over those of the organization, and bounded ratio rationality (Booth, 2015). 
Insights 
Based on this assignment, it has come to my understanding that no place on the planet is entirely free from hazard and risk. As such, all places require emergency preparedness or some sort of disaster preparedness plan to avert minimize the vulnerabilities as well as avert the consequences. In this case, all-hazard emergency plan approach is significant because it can be easily adapted in organizations and individual endeavors to analyze both anticipated and unexpected hazards. Furthermore, it has come to my knowledge that the process of formulating a disaster management plan is similar and parallel to any entity. 
To ensure minimum vulnerability to disasters and crises are early and effectively identified during in my workplace environment, I have realized that one has to demonstrate the connection between disaster planning and disaster management. One of the best possible ways to ensure this is to ensure there are present and robust technological means of communication in the face of the threat, particularly by ensuring protocols for communicating are well established and priorities for communication are known to responsible personnel. In the event of a business crisis or disaster, with the help of the plan, one needs to make assumptions about what is needed within the scope of what is feasible with the available technical and human resources. Lastly, to ensure the plan integrates well with work operations, there is a need for a constant update, continuous improvement of the resources, within the compass of evolving knowledge of crisis and hazard triggers.
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